20214 & POSTECH H47E|3et3 A A+ 2|FEILA

[Logical Node Selection Heuristic for Refinement using Spurious
Counterexample]

o 5: A5

S}e1: 20180462
AFA g v F

1 49+ E3& (Problem Statement)

DNN (Deep Neural Network)2] AAIE A-20] FASHA 54, autonomous driving car} 72 robustness
7} 87 == safety-critical FoFof| A ids] &g Folt}. o= QI B Y=ol thelf T = B 2 AAo]
AH5t=A1E HA= A5 B0l T8AIEI ok (o 2k HIY W2 oo A AMGE| 2|2t &= DNNo
Og A%-L AAsior sl WA TAIc. @AI7H] o2l W} o] AN F AT, nonlincarityE Al ES1E
Sigmoid®} ReLU &} ZH2 activation functions 52| A2 5] th& 4 4+ NN (Neural Network)2| £Z1}
A717F AlgH4 Q1 Aot

2 AF A= (1) DNN AFoA 4 Ee= 124 F2 HHE2l symbolic interval propagation with node
splitting refinement method?} branch and bound framework @ ©o]|& &ASE Neurify?} BaBE 24611 ZF 4
o] AAut SEA W, A 2-& heuristic £4]0] 80|52 NeurifyS BaB frameworko]| integrates}o], BaB style
Neurify & T+ @ 5F11 2} §te}. 18] 37 (2) node splitting refinement methodof| A @A AFRE 11 Q1= 73 A heuristic
2 YA model checkingol| 4] &-& == counterexample based learning-2 2]-85}9] spurious counterexample&
&85} = logical node selection heuristica A A2} St

2 49+ ¥l (Motivation and Background)

Hidden layer i

Figure 1: Neural Network Illustration
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Figure 2: Neurify Workflow
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Figure 3: Node Splitting Refinement

Node splitting refinement (Fig 3)3t over-approximation 40 2 913} A& = over-estimationS &0|7]
A3}, EA heuristicE 7|5F0 2 nodeS AASH & intervalo|L} abstract data structure2 refinesh= 3}A o]}
refinements nodeZ 413 5}= node selection heuristic® 2= olg] 7}2]7} 9o dA7}A= H P A<l heuristic
o] AXrc}, 150 Ak node intervalo] tgt NN output?] gradientE A48t ] max gradientE 7}2] nodeE select
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Figure 4: Branch and Bound Problem Formulation



BaB frameworko]| A= NN 2] u}z]2t layer F 2 fully-connected layer& F7}519], t}2= HE A 24| (lin-
ear contraints®] conjunctions)E f(x) > 0 & 9] global optimization 24| (Fig 4)2 ¥H&stc}. o] 2 13} property
7} hold SH=A] violated B[R 0BT 27 2Hex]2 WeE 4 9l Bk

Algorithm 1 Branch and Bound

1: function BAB(net, problem, €)

2: global ub ¢ inf

3: global_ 1b ¢ —inf

4: probs < [(global 1b,problem)]

5:  while global ub — global_1b > e do

6 (_ ,prob) < pick_out(probs)

7 [subprob_1,...,subprob_s| < split(prob)
8 fori=1...sdo

9: prob_ub + compute_UB(net,subprob_i)
10: prob_1b < compute_LB(net,subprob_i)
11: if prob_ub < global_ub then
12: global _ub < prob_ub
13: prune_problems(probs, global ub)
14: end if
15: if prob_1b < global_ub then
16: problems.append((prob_1b, subprob_i))
17: end if
18: end for
19: global_1b < min{lb | (1b, prob) € probs}

20: end while
21: return global ub
22: end function

Figure 5: Branch and Bound Algorithm for DNN Verification
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3 4T 4 (Design and Implementation)

A =2 (1), (2)ofl wheh A7 = upd7EA] = Part 1, 25 WW Part 194 += 7]& 2 24 2 Part 204
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function solve(solver::Neurify, problem::Problem)
isbounded(problem.input) || throw(UnboundedInputError("Neurify can only handle bounded input sets."))

nnet, output = problem.network, problem.output
reach_list = []
domain = init_symbolic_grad(problem. input)
splits = Set()
for i in 1:solver.max_iter
ifi>1
domain, splits = select!(reach_list, solver.tree_search)

end

reach = forward_network(solver, nnet, domain, collect=true)
# The first entry is the input set
function solve(solver::BaB, problem::Problem) popfirst!(reach)
(u_approx, u, x_u) = output_bound(solver, problem, :max) result, max_violation_con = check_inclusion(solver, nnet, last(reach).sym, output)
(l_approx, 1, x_1) = output_bound(solver, problem, :min)
bound = Hyperrectangle(low = [1], high = [u])
reach = Hyperrectangle(low = [1_approx], high = [u_approx])

if result.status === :violated
return result
elseif result.status === :unknown
subdomains = constraint_refinement(nnet, reach, max_violation_con, splits)
output = problem.output for domain in subdomains

if reach < output push!(reach_list, (init_symbolic_grad(domain), copy(splits)))

return ReachabilityResult(:holds, [reach]) end
end end
high(bound) > high(output) && return CounterExampleResult(:violated, x_u) isempty(reach_list) & return CounterExampleResult(:holds)
low(bound) < low(output) && return CounterExampleResult(:violated, x_1) end

return ReachabilityResult(:unknown, [reachl) return CounterExampleResult(:unknown)

end

Figure 6: Julia Code for BaB and Neurify
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3.2 Part 2. Node splitting refinement methodoj| 4] &8 %= spurious counterexam-
ple€ &-873l logical node selection heuristic A A]

1. NN AZof A spurious counterexample®] 2]u] 24
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4 A+ A3t 9 @7l (Methodology and Evaluation)
4.1 Part 1.1 NeurifyQ} BaB E1& 5% Acas Xu Ho|]€Al NN HZF

acas_file = "../mod_networks/ACASXU_experimental_v2a_4_5.nnet"
acas_nnet = read_nnet(acas_file, last_layer_activation = Id());

# ACAS PROPERTY 10
b_lower = [ 0.2689784272, ©.1114084602, -0.4999998960 , ©.2272727273 , 0.0 1
b_upper = [ 0.6798577687, ©.4999998960 , -0.4984083465, 0.5, 0.5 ]

in_hyper = Hyperrectangle(low = b_lower, high = b_upper)
out_hyper = Hyperrectangle(low = [-0.1], high = [3.0])

problem_acas1_RR = Problem(acas_nnet, in_hyper, out_hyper)
solver = BaB()

println("$(typeof(solver)) - acas xu property 10")
timed_result = @timed solve(solver, problem_acas1_RR)

Figure 7: Julia code for verifying Acas Xu Property 10 with BaB

Acas Xu Property 59} 102 Julia® T % Neurify2} BaB7F 98 &2 4 9= E Neurify?] 732 Input:
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o=z TAJPL}



# output5 <= output 1
outputSetl = HPolytope([HalfSpace([-1.0, 0.0, 0.0, 0.0, 1.0], 0.0)])
problem_polytope_polytope_acasl = Problem(acas_nnet, in_hyper, outputSetl);

# output5 <= output 2
outputSet2 = HPolytope([HalfSpace([0.0, -1.0, 0.0, 0.0, 1.0]1, 0.0)]1)
problem_polytope_polytope_acas2 = Problem(acas_nnet, in_hyper, outputSet2);

# output5 <= output 3
outputSet3 = HPolytope([HalfSpace([0.0, 0.0, -1.0, 0.0, 1.0], 0.0)])
problem_polytope_polytope_acas3 = Problem(acas_nnet, in_hyper, outputSet3);

# output5 <= output 4

outputSet4 = HPolytope([HalfSpace([0.0, 0.0, 0.0, -1.0, 1.0], 0.0)])
problem_polytope_polytope_acas4 = Problem(acas_nnet, in_hyper, outputSet4);

Figure 8: Julia code for verifying Acas Xu Property 10 with Neurify
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- Output:
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Figure 9: Verification Result using Julia Tool

Neurify BaB
Property 5 140.3601s TIMEOUT
Property 10  92.593s  TIMEOUT

Table 1: Neurify, BaB performance verifying Acas Xu property 5 and 10
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Figure 10: Linear relaxation of a ReLU node
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4.5 Part 1.3 BaB style Neurify 74"
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Figure 12: Github repo for BaB style Neurify
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5 EZ 9 A% (Discussion and Future Work)
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