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연구Motivation

Rise in use of DNN (Deep Neural Network)

in safety-critical fields 

(e.g. autonomous driving cars)

DNN weak against adversarial attacks 

à Need for DNN verification techniques on 
the rise



연구목적

Part1
1. Symbolic interval propagation with node splitting refinement method와 branch and bound framework

분석

2. 두접근방법의장점만을합친 BaB style Neurify 개발

Part2
현재 Node splitting refinement는 전부 경험적 heuristic, 즉 abstraction 과정에서 생성되는 spurious
counterexample을활용하지못한다는점을해결하기위해

à spurious counterexample을활용한 logical node selection heuristic 제시



연구배경

Symbolic interval propagation:
Creating an abstract NN by linearly approximating
activation functions, and propagating the input interval
to calculate the reachable set

Symbolic interval propagation with node splitting refinement Overview

Node splitting refinement:
Based on a certain heuristic, selecting an abstracted node
and splitting to refine the abstract NN

Workflow of Neurify



연구배경
Branch and Bound (BaB) Framework Overview

Reformulated as a global optimization problem

Repeatedly split input domain into sub-domains each with 
their own lower/upper bound

Any domain with lower bound > global maximum pruned

BaB Algorithm

BaB Problem Formulation



연구방법

(1) Symbolic interval propagation with node splitting refinement method 와 Branch and Bound framework 분석

및 BaB style Neurify 개발

(1) 대표적인도구 Neurify, BaB를활용하여 Acas Xu 데이터셋 NN 검증

(2) 알고리즘및검증결과분석을통한장단점정리

(3) 두접근의장점들을합친 BaB style Neurify 개발 (BaBNeurify)

(2) Node splitting refinement method에서 spurious counterexample을활용한 logical node selection heuristic

제시

(1) NN 검증에서 spurious counterexample의의미분석

(2) Spurious counterexample이미치는영향측정방법고안

(3) Counterexample을활용한새로운 heuristic 제시



연구결과및평가
1.1 Neurify와 BaB 도구를통한 Acas Xu 데이터셋검증 - 1

https://github.com/shchae7/DNNVerification.jl

BaB Julia Code

Neurify Property Check Code

https://github.com/shchae7/DNNVerification.jl


연구결과및평가



연구결과및평가
1.1 Neurify와 BaB 도구를통한 Acas Xu 데이터셋검증 - 2

Neurify BaB

Prop 5 140.3601s TIMEOUT

Prop 10 92.593s TIMEOUT

TIMEOUT: 12h



연구결과및평가
1.2 알고리즘및검증결과분석을통한장단점정리

BaB style Neurify (BaBNeurify) 개발

Neurify BaB

Pros
경험적 heuristic (max gradient를가진 node 선택)을사용
현재 high-dimension input 상대 state-of-the art

Global optimization problem으로 formulate함으로써
node selection heuristic에서 splitting decision이
output에영향을미치는정도를측정하는데용이

Cons
Abstraction으로인해발생하는 Spurious counterexample 
미사용

Naïve한 heuristic 사용



연구결과및평가
Neural network verification에서 spurious counterexample이란

Non-linear activation function의 linear approximation을위한 abstraction에서의 coarseness로인해발생하는 false positive 
counterexample (abstract NN에서만 counterexample)

Concrete NN과 abstract NN의행동차이의결과물

Linear relaxation of a ReLU node



연구결과및평가
Counterexample 이미치는영향측정방법및 counterexample을활용한새로운 heuristic 고안

Domain의 lower bound가 0보다작을때

(property를성립하지않는경우)

1. Split 후 subdomain의 lower bound와 0 사이거리

2. Split 후, original domain과 subdomain의 lower bound

차이

Heuristic

양쪽모두 spurious counterexample이존재하는 node들을

전부확인한후옆측정방법중하나를사용하여가장

크게영향을미치는 node 선택

Node splitting process/refinement



연구결과및평가
1.3 두접근의장점들을합친 BaB style Neurify 개발 (BaBNeurify)



토론및전망

Abstraction 이로인해필히생길수밖에없는현재효과적으로활용되고있지않았던 spurious counterexample을

활용하는 heuristic 제시하기시작

여러 heuristic을 modular하게교체할수있는 framework를개발하는과정으로, 앞으로새로고안되는 heuristic

손쉽게확인할수있는플랫폼을제공할수있을것이라고기대

SAT 혹은 SMT solver에서활용하는 conflict driven learning과같이 counterexample을활용한 heuristic을통해 검증

성능향상을얻을수있다고기대
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