Logical Node Selection Heuristic for
Refinement using Spurious Counterexample
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Rise in use of DNN (Deep Neural Network) DNN weak against adversarial attacks
in safety-critical fields - Need for DNN verification techniques on

. the rise
(e.g. autonomous driving cars)
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Symbolic interval propagation with node splitting refinement Overview
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Symbolic interval propagation:
Creating an abstract NN by linearly approximating
activation functions, and propagating the input interval
to calculate the reachable set

Node splitting refinement:
Based on a certain heuristic, selecting an abstracted node
and splitting to refine the abstract NN



o1 b

Branch and Bound (BaB) Framework Overview

Algorithm 1 Branch and Bound

1: function BAB(net,problem,¢)

2:  global ub <« inf

3: global 1b ¢ —inf

4: probs < [(global 1b,problem)]

5.  while global ub — global 1b > e do

6: (_ ,prob) < pick out(probs)

& [subprob 1,...,subprob_s| < split(prob)
8: fori=1...sdo

9: prob_ub < compute UB(net,subprob i)
10: prob_1b < compute LB(net,subprob i)
I if prob _ub < global ub then
12: global ub < prob_ub
13: prune problems(probs, global ub)
14: end if
15: if prob_1b < global ub then
16: problems.append((prob_1b, subprob 1i))
L7 end if
18: end for
19: global 1b < min{lb | (1b,prob) € probs}

20: end while
21: return global ub
22: end function

BaB Algorithm

min 2, s.t.  xp €C,

x,% R
Xpr1 = Wipixg + b1 k€ [[0,7’1, — 1]]
szak(f(k) k‘E[[l,n—].]]

BaB Problem Formulation

Reformulated as a global optimization problem

Repeatedly split input domain into sub-domains each with
their own lower/upper bound

Any domain with lower bound > global maximum pruned
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function solve(solver::BaB, problem::Problem)

end

(u_approx, u, x_u) output_bound(solver, problem, :max)
(l_approx, 1, x_1) = output_bound(solver, problem, :min)
Hyperrectangle(low = [1], high = [ul)
Hyperrectangle(low = [1_approx], high = [u_approx])

bound

reach

output = problem.output
if reach < output

return ReachabilityResult(:holds, [reach])
end
high(bound) > high(output) && return CounterExampleResult(:violated, x_u)
low(bound) < low(output) && return CounterExampleResult(:violated, x_1)
return ReachabilityResult(:unknown, [reach])

BaB Julia Code

https://github.com/shchae7/DNNVerification. |l
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in_hyper ectangle(low = b_lower, high = b_upper)
inputSet = convert(HPolytope, in_hyper)

outputSetl = HPolytope( [HalfS
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acas xu property 5")

@, 1.0]1, 0.0)1)
in_hyper, outputSetl);
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in_hyper, outputSet2);
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in_hyper, outputSet4);

lve(solver, problem_polytope_polytope_acasl)

- Time: " * string(timed_result1[2])
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n(timed_resultl[1])
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Neurify Property Check Code


https://github.com/shchae7/DNNVerification.jl

EXPLORER “es acas_example.jl X

~ OPEN EDITORS examples acas_example.jl

X acas_example.j...
acas_file "../networks/ACASXU_run2a_1_1_tiny_4.nnet"

neurify.jl ; ) :
acas_nnet read_nnet(acas_file, last_layer_activation = Id());

v DNNVERIFICATION.JL [S...
acasxu_tests
bab
neurify
aux
DNNVerification
examples b_Tlower 0.21466922, O.[§1140846, ©0.4999999 , 0.3920202 ,
acas_example.jl
: b_upper . .2 , —-0.49840835, 0.3920202, 0.4
networks
src :
in_hyper = Hyperrectangle(low = b_lower, high = b_upper)
custom 2
inputSet = convert(HPolytope, in_hyper)
optimization
reachability
utils outputSet = HPolytope([HalfSpace([1.0, ©.0, 0.0, 0.0, -1.0], 0.0)])
neurify.jl
reluVval.jl problem_polytope_polytope_acas = Problem(acas_nnet, in_hyper, outputSet);
utils

DNNVerification. jl solver=Neurify()

travisyml println("$(typeof - acas"')
p ttoml timed_result =@timed solve(solver, problem_polytope_polytope_acas)
roject.tom

README.md

println(" - Time: * string(timed_result[2]) =* s
println(" - Output: ")

PROBLEMS 18 OUTPUT TERMINAL DEBUG CONSOLE

(base) [shchae7@cseedu-master examples]$ []

> OUTLINE
> TIMELINE
»¢ SSH: cse-clusterl.postech.ac.kr *main <& @ ( 0 (O 1¢ A 0 /: V1.6 Ln 19, Col 22 nac 4 | LF  Julia

(Main)




17 2 Y H
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Property ¢s.

— Description: If the intruder is near and approaching from the left, the network

advises “strong right”.

— Tested on: Ny ;.

— Input constraints: 250 < p < 400, 0.2 < 6 < 0.4, —3.141592 < ¢ <
—3.141592 + 0.005, 100 < vown < 400, 0 < vint < 400.

— Desired output property: the score for “strong right” is the minimal score.

Neurify BaB
Prop 5 140.3601s TIMEOUT
Property ¢10. PrOp 10 92.593s TIMEOUT
TIMEOUT: 12h

— Description: For a far away intruder, the network advises COC.

— Tested on: Ny 5.
— Input constraints: 36000 < p < 60760, 0.7 < 6 < 3.141592, —3.141592 <

Y < —3.141592 4 0.01, 900 < vown < 1200, 600 < vy < 1200.
— Desired output property: the score for COC is minimal.
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Linear relaxation of a ReLU node
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& shchae7 | DNNVerification.jl
<> Code () Issues 1 Pull requests (») Actions [M1] Projects 71 Wiki
¥ main ~ ¥ 1branch © 0 tags

shchae?7 acasxu neurify prop10 ran

DNNVerification
acasxu_tests
aux

examples
networks

src

travis.yml
Project.toml

README.md

README.md

DNNVerification

changed to DNNVerification.j|
acasxu neurify prop10 ran

reach check added

acasxu bab neurify example added
reach check added

babSR init

changed to DNNVerification.jl
changed to DNNVerification.j|

changed to DNNVerification.jl
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