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Requirements for Neural Network
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• Safety: 주어진입력범위에대해신경망은원하는범위내값을출력해야한다.

예: 각입력노드의값이 10 이하일경우, 첫번째출력노드의값은 0 이하여야함

• Local robustness: 특정입력값에대해신경망은 일정범위내변화에대해똑같이출력해야한다.

예: 고양이, 강아지사진을구분하는신경망은, 고양이사진에미세한수정이가해지더라도올바르게판별해야함

• Fairness: 출력이사용된학습데이터에내제된편향을그대로반영하면안된다.

예: 사용자의신용도를구분하는신경망은, 사용자의나이에대해공정해야함



Neural Network Verification
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• 주어진입력범위와출력조건을위반하는입력이존재하는지확인하는기술

à검증문제: 신경망 + 요구사항 (입력범위, 출력조건)

Digit Image Source: MNIST (LeCun et al.)

Output is always “7”

Output Requirement

Input Conditions

Pixels perturbed up to 2%

Hidden Layer 1
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Hidden Layer L
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…
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…
…

…
…

…

신경망이사용자가의도하는대로행동하는지확인하는매우중요한과정



Continuous Optimization of Neural Networks for Deployment
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• 보통학습된모델은곧바로사용되지않으며, 성능향상을위한최적화과정을거치게됨

기존신경망과 “유사한” 신경망이그대로
요구사항을만족하는지, 재검증이필요

Source: Ugare et al., “Proof Transfer for Fast Certification of Multiple Approximate Neural Networks”, OOPSLA 2022
Source: Ugare et al., “Incremental Verification of Neural Networks”, PLDI 2023

매우비효율적!



What is Incremental Neural Network Verification?
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이전검증과정의정보를활용하여,

최적화과정을통해변한신경망의검증을

처음부터다시수행하지않아도되도록하여

검증성능을향상시키는기술



Previous Works on Incremental NN Verification
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• IVAN[PLDI 2023], Olive[OOPSLA1 2024]

• 대상: Abstraction-and-Refinement와 Branch-and-Bound(BaB) 기법을활용하는검증기법

Workflow of IVAN. Source: Ugare et al., “Incremental Verification of Neural Networks”, PLDI 2023

기존검증과정에서진행한
refinement 기록을저장및정제

직전검증이끝난시점부터검증을시작



Limitations of Previous Works
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• IVAN과 Olive의한계점

• BaB 기법에만제한적으로적용가능하며,

• 휴리스틱한이전정보활용으로인해 검증성능을확실하게보장하지못하며, 확률적으로효과를발휘

기존 Incremental Verification 연구의한계점을극복할수있는

”Activation Property”라는정보제안및이를활용하는연구진행



What is an “Activation Property”
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• Activation property: 특정활성화함수들의상태가다른특정활성화함수들의상태를 imply하는성질

((1, 5), ACT) 

(5,7) 

Activation Property: ((1, 5), ACT) /\ ((3, 1), INACT) /\ ((4, 6), ACT) → not ((5, 7), ACT)

((3, 1), INACT) 

((4,6), ACT) 

Neural Network

Split Nodes

(5, 7) 위치의활성화함수는
ACTIVE일수없음

(1, 5), (3, 1), (4, 6) 위치의 활성화함수가다음과같은상태인경우



Applicable Technique: Abstraction-and-Refinement & BaB
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• Abstraction-and-Refinement & BaB

à신경망을구성하는모든활성화함수를추상화한후, 이를하나씩 refine해나가며 (“split” for ReLU)

à divide-and-conquer와비슷하게 tree 구조를따라문제를분할하며해결하는접근방식

Hidden Layer i

ACTIVE: y = x

0
INACTIVE: y = 0

0

0

UNSTABLE

…



Applicable Technique: Abstraction-and-Refinement & BaB
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• 생성되는문제들의 tree를배회/탐색하며, 검증하고자하는요구사항을위반하는입력이존재하는지확인

à모든 leaf 문제들에대해위반입력을찾지못하면요구사항이만족

SAT: counterexample possibly exists 

UNSAT: counterexample does not exists 

1

2 3

5

6

4

탐색해야하는 tree의크기가검증성능을좌우



Activation Property: ((1, 5), ACT) /\ ((3, 1), INACT) → not ((5, 7), ACT)

1

2 3

4

j-(i-4)

((5, 7), INACT)

After Using PropertyBefore Using Property

1

2 3

i

j

4

((1, 5), ACT)

(3, 1), INACT)

((5, 7), ACT)

Usefulness of Activation Property
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(5, 7), ACT)로시작하는 sub-tree 탐색필요 X à 성능향상!

기존에존재하는탐색해야하는 tree의크기를줄이는정보및활용방식을 Activation Property로표현가능



Contribution: Activation Property DB Utilizing Framework
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1. 이전검증과정으로부터 Activation Property 추출

à검증기법의핵심요소인활성화함수상태에대한유용한성질추출

2. 추출된성질로데이터베이스구축

à이후다양한검증과정에서재사용가능

3. 이후검증과정에서데이터베이스활용

à Activation Property를통해신경망검증성능 향상



Contribution: Activation Property DB Utilizing Framework
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이전검증과정의정보를활용하는

기존검증기법들을포괄하고,

확장한프레임워크를제안및구현



Activation Property DB Utilizing Framework Overview
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Activation Property DB Generating Phase

not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DBDumper

Activation
Property

Extraction
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Verification Process
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Verification Process
Networkp’’, Propertyq

1 2

Valid Activation 
Properties

Network Optimization

Activation Property DB Utilizing Phase



DB Generating Phase: Extracting Activation Property
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• UNSAT Scenario를계산하여추출

à UNSAT Scenario: UNSAT 결과를유발한 split들의집합 (해당 split들이진행된경우, 위반입력이존재하지않는다)

à 일종의 Activation Property

Split at (layeri, nodej) INACT

Split at (layerk, nodel) ACT

Split at (layerm, noden) INACT

UNSAT Scenario: { ((layeri, nodej), INACT), 
                            ((layerk, nodel), ACT),

                                  ((layerm, noden), INACT) }

Activation Property: ((layeri, nodej), INACT) /\ ((layerk, nodel), ACT) → not ((layerm, noden), INACT)



DB Generating Phase: Extracting Activation Property
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• UNSAT Scenario를 generalization함으로써 Activation Property 강화

à Generalization: 실제로 UNSAT 결과를유발한 split만추출

Split at (layeri, nodej) INACT

Split at (layerm, noden) INACT

Split at (layerk, nodel) ACT

UNSAT Scenario: { ((layeri, nodej), INACT), 
                                  ((layerm, noden), INACT) }

Split at (layeri, nodej) INACT

Split at (layerm, noden) INACT

UNSAT Scenario: { ((layeri, nodej), INACT), 
                            ((layerk, nodel), ACT),

                                  ((layerm, noden), INACT) }

Splits that truly caused UNSAT!

Activation Property: ((layeri, nodej), INACT) → not ((layerm, noden), INACT)



DB Generating Phase: Populating the DB
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• 추출한 Activation Property를프레임워크 DB에저장할수있도록지원하는 Dumper 인터페이스제공

à 현재검증중인신경망과요구사항별 activation property 저장

not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DBDumper

Activation
Property

Extraction

1

2 3

5

6

4

Verification Process
Networkp’, Requirementq



DB Utilization Phase: Parallel Validity Check & Loading DB
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• 검증시작전, 유효한 Activation Property를 DB로부터로드할 수있도록하는 Loader 인터페이스제공

à 변화된신경망에대해서도 activation property (:= UNSAT scenario)가성립되는지확인

à 성능최적화를위해병렬적으로확인
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not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DB



DB Utilization Phase: Activation Property Usage
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• Activation property를위반하는 split을진행하지않음

• Activation property 로인해활성화 함수의상태가추가로결정되는경우, 함께 split

Activation Property 1: ((1, 5), ACT) /\ ((3, 1), INACT) → not ((5, 7), ACT)

Activation Property 2: not ((5, 7), ACT) → ((4, 2), INACT)

Activation Property: ((1, 5), ACT) /\ ((3, 1), INACT) → not ((5, 7), ACT)

1

2 3

4

j-(i-4)

((5, 7), INACT)

After Using PropertyBefore Using Property

1

2 3

i

j

4

((1, 5), ACT)

(3, 1), INACT)

((5, 7), ACT)

((1, 5), ACT) 상태에서 ((3, 1), INACT) split이진행된경우, ((4, 2), INACT) split도함께진행



Experimental Setup
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• 사용된벤치마크

à 심층신경망: MNISTFC (L2, L4)

à 250개의이미지에대해 local robustness (𝜖 = 0.02) 요구사항검증

• 사용된신경망최적화방식

à Quantization (int8, int16)

à Pruning (7%, 12%)

• 성능측정방식: DB가구축된문제들에대해

                 두가지수치계산

𝑡𝑖𝑚𝑒	𝑠𝑝𝑒𝑒𝑑𝑢𝑝 =
∑𝑣𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛	𝑡𝑖𝑚𝑒	(𝑛𝑜𝑡	𝑢𝑠𝑖𝑛𝑔	𝑡𝑒𝑐ℎ𝑛𝑖𝑞𝑢𝑒)
∑𝑣𝑒𝑟𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛	𝑡𝑖𝑚𝑒	(𝑤ℎ𝑒𝑛	𝑢𝑠𝑖𝑛𝑔	𝑡𝑒𝑐ℎ𝑛𝑖𝑞𝑢𝑒)

𝑡𝑟𝑒𝑒	𝑠𝑖𝑧𝑒	𝑑𝑒𝑐𝑟𝑒𝑎𝑠𝑒 =
∑ 𝑡𝑟𝑒𝑒	𝑠𝑖𝑧𝑒	(𝑛𝑜𝑡	𝑢𝑠𝑖𝑛𝑔	𝑡𝑒𝑐ℎ𝑛𝑖𝑞𝑢𝑒)
∑ 𝑡𝑟𝑒𝑒	𝑠𝑖𝑧𝑒	(𝑤ℎ𝑒𝑛	𝑢𝑠𝑖𝑛𝑔	𝑡𝑒𝑐ℎ𝑛𝑖𝑞𝑢𝑒)



Effectiveness of Activation Property & Our Framework

21

• 모든신경망 (L2, L4)과 최적화 조합에대해성능이향상됨



Better Performance for Harder Problems
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• 탐색해야하는 tree의 크기가클수록, 즉문제가어려울수록프레임워크성능이좋음

x-axis: 검증 문제 난이도 (프레임워크미사용시log scale tree size)
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Comparison vs Previous Work (IVAN [PLDI 2023])

23

• MNISTFC (L4) 벤치마크에대해성능비교



Ongoing Work
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• 다양한 incremental 검증기법을포괄하고확장할수있는완성된프레임워크제공

à검증과정시작전에, Activation Property이만족됨을확인

à DB에저장된/될 Activation Property 간관계를파악해서 DB 간소화혹은성질강화

• 프레임워크에 SOTA  non-incremental 검증기 𝛼 − 𝛽 CROWN 도구 integrate



Thank You
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UTILIZATION OF ACTIVATION PROPERTY DB
FOR EFFICIENT INCREMENTAL NEURAL NETWORK VERIFICATION
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INTRODUCTION

• Incremental Neural Network Verification
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• Abstraction and Iterative Refinement of Activation Functions

SAT: counterexample possibly exists 

UNSAT: counterexample does not exists 
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MOTIVATION: ACTIVATION PROPERTY

• Activation Property

– ACTIVE, INACTIVE split‰t π� x‹X \1T h⇠ ¡‹| |¨
�<\ implyXî1».

)tƒÄù8⌧‰–⌧ƒt˘1»t ¿ �•1tíL.

•l©\

–t⌅Äù¸�–⌧îú\ activation property‰D DB\lïX‡,

–tƒÄù¸�–⌧\)XÏ\©h<\hÄù1••¡.

ACTIVATION PROPERTY DB UTILIZING FRAMEWORK

Activation Property DB Generating Phase

not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DBDumper
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Network Optimization

Activation Property DB Utilizing Phase

•P�¿X Phase\lÑ�•.

1. Activation Property DB Generating Phase

2. Activation Property DB Utilization Phase

ACTIVATION PROPERTY DB GENERATING PHASE

• Trasnforming UNSAT Scenario to Activation Property

Split at (layeri, nodej) INACT

Split at (layerm, noden) INACT

Split at (layerk, nodel) ACT

UNSAT Scenario: { ((layeri, nodej), INACT), 
                                  ((layerm, noden), INACT) }

Split at (layeri, nodej) INACT

Split at (layerm, noden) INACT

UNSAT Scenario: { ((layeri, nodej), INACT), 
                            ((layerk, nodel), ACT),

                                  ((layerm, noden), INACT) }

Splits that truly caused UNSAT!

) UNSAT∞¸| ⌧\ split‰X—i, UNSAT scenario|îú\
§, activation property\¿X.

• Populating the DB

not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DBDumper

Activation
Property

Extraction

1

2 3
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4

Verification Process
Networkp’, Requirementq
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ACTIVATION PROPERTY DB UTILIZATION PHASE

• Parallel Validity Check & Loading the DB
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not (splitk, ACT)

(splitl, ACT) → not (splitk, ACT)
…

Networkp’, Requirementq

(spliti, ACT) /\ (splitj, INACT) → not (splitl, ACT)

Networkp, Requirementq

Activation Property DB
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• DB Utilization

– Activation property|⌅⇠Xî splitDƒâX¿JL.

– Activation property\ \1T h⇠X ¡‹� ∞�⇠î x‹� àD
Ω∞,t˘x‹|0t split¸hÿ split.

EXPERIMENTAL RESULTS

•‰ë\\�T✏‡Ω›–�\1•

•0t incrementalÄù0ï IVAN¸XDP (MNIST L4)

ONGOING WORK

• Activation property\©)›î�‡H

• IVANx‰x incremental verificationƒl@XDPƒâ
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Contact: shchae7@postech.ac.kr


