Utilization of Activation Property DB for
Efficient Incremental Neural Network Verification
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Requirements for Neural Network
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Neural Network Verification

Input Conditions

Pixels perturbed up to 2%
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Digit Image Source: MINIST (LeCun et al.)

Hidden Layer 1 Hidden Layer L

Output Requirement

Output is always “7”




Continuous Optimization of Neural Networks for Deployment
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Source: Ugare et al., “Proof Transfer for Fast Certification of Multiple Approximate Neural Networks”, OOPSLA 2022
Source: Ugare et al., “Incremental Verification of Neural Networks”, PLDI 2023



What is Incremental Neural Network Verification?
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Previous Works on Incremental NN Verification

* IVAN[PLDI 2023], Olive[OOPSLA1 2024]
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Limitations of Previous Works
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What is an “Activation Property”

* Activation property: 53 2-d=t et+=2| JE|7I CHE 58 &9t 2452 SEIE implydts &

Activation Property: ((1, 5), ACT) A ((3, 1), INACT) A\ ((4, 6), ACT) — not ((5, 7), ACT)

Neural Network
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Applicable Technique: Abstraction-and-Refinement & BaB

 Abstraction-and-Refinement & BaB
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ACTIVE: y = x

INACTIVE: y =0




Applicable Technique: Abstraction-and-Refinement & BaB
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Usefulness of Activation Property

Activation Property: ((1, 5), ACT) A ((3, 1), INACT) — not ((5, 7), ACT)

Before Using Property After Using Property
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Contribution: Activation Property DB Utilizing Framework
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Contribution: Activation Property DB Utilizing Framework
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Activation Property DB Utilizing Framework Overview

Activation Property DB Generating Phase
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DB Generating Phase: Extracting Activation Property
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DB Generating Phase: Extracting Activation Property
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DB Generating Phase: Populating the DB
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DB Utilization Phase: Parallel Validity Check & Loading DB
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DB Utilization Phase: Activation Property Usage
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Experimental Setup
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Effectiveness of Activation Property & Our Framework

D= MA”Y (2, L4t X H™E

Optimization Tree Decrease | Time Speedup
Quantization.Int16 2.37 1.87
MNIST L2 Quantization.Int8 1.56 1.23
Pruning 7% 2.24 2.05
Pruning 12% 1.85 1.78
Quantization.Int16 2.29 1.84
MNIST L4 | Quantization.Int8 1.81 1.22
Pruning 7% 1.91 1.63
Pruning 12% 1.64 1.41




Better Performance for Harder Problems
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Comparison vs Previous Work (IVAN [PLDI 2023])

MNISTFC (L4) HIX|Op3.0]| CHoH Hs H|

Optimization

Tree Decrease

Time Speedup

IVAN DB IVAN DB
Quantization.Int16 0.99 2.29 1.33 1.84
Quantization.Int8 0.57 1.81 0.71 1.22
Pruning 7% 0.83 1.91 1.2 1.63
Pruning 12% 0.79 1.64 0.99 1.41
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Ongoing Work
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Thank You

UTILIZATION OF ACTIVATION PROPERTY DB
FOR EFFICIENT INCREMENTAL NEURAL NETWORK VERIFICATION

HaH, 2%

Software Verification Lab., Pohang University of Science and Engineering, South Korea
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ACTIVATION PROPERTY DB UTILIZING FRAMEWORK
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EXPERIMENTAL RESULTS
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Optimization | Tree Decrease | Time Speedup
Quantization t16 16 148
NNIST L | Quantization.Ints 128 116
Pruning 7% 134 156
Quantization Tnt16 103 T
MNIST L4 | Quantization. Int8 113 107
Pruning 7% 128 L12
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